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Abstract. This article discusses the legal framework for health data protection with a focus on balancing patient
privacy and the needs of health institutions. With the rapid development of information technology and the rise of
digital health systems, the protection of health data has become an increasingly crucial issue. This study explores
the legal aspects related to the collection, storage, and processing of patient health data by health institutions, as
well as the challenges faced in its implementation. Through an analysis of applicable laws and regulations, such

as the Personal Data Protection Act and health sector regulations, this article identifies gaps and strengths in the
existing legal framework. In addition, this study shows the impact of these regulations on institutional practices
in safeguarding patient privacy while meeting operational and research needs. By highlighting the various

approaches that can be taken, this article recommends strengthening data protection policies and developing a
culture of privacy in healthcare environments, so that patients' rights and institutional interests can be balanced.
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1. INTRODUCTION

Health data protection is a crucial aspect of the modern healthcare system, especially
in the digital era characterised by advances in information and communication technology. As
more and more health data is collected and processed by medical institutions and healthcare
providers, the challenge of maintaining patient privacy and protecting personal data is
becoming increasingly complex. Health data not only includes information about medical
conditions, disease history, and treatment, but also concerns sensitive data that can affect
patients' personal and social lives.

In this context, an important question arises about how legal instruments can be used to
balance the needs of health institutions that require data access for management, research, and
quality improvement of services, with the rights of patients to obtain privacy protection and
security of their data. Countries around the world have formulated various regulations to
address this issue, including the implementation of strict personal data protection principles.

In Indonesia, the implementation of regulations related to health data protection is still
in the process of development. Several laws and regulations have been implemented, but the
challenges of implementation are still very relevant. Awareness of the importance of health
data protection does not only lie at the level of government and health institutions, but also
needs to be instilled in the wider community. Therefore, this study aims to analyse the existing

legal framework for health data protection, identify the weaknesses and strengths of these

Received: January 17,202, Revised: January 31 2025; Accepted: February 18, 2025; Online Available : February 20, 2025


mailto:wiwikrahayu.sthm@gmail.com

Legal Framework For Health Data Protection: Balancing Patient Privacy and Institutional Needs

regulations, and provide recommendations for more effective policies. By understanding the
relationship between patient privacy and institutional needs, it is hoped that a better data
protection system can be created that is in accordance with the principles of justice and public

trust.

Patient Privacy Aspect

Patient privacy is a fundamental aspect of healthcare services related to the
management of individual health data. In the context of data protection, patient privacy means
that every individual has the right to the security and confidentiality of their health information,
which includes diagnosis, medical history, treatment, and other sensitive data. Protecting
patient privacy is not only an ethical issue, but also a legal aspect that is regulated in various
policies and laws, in order to create a safe and comfortable environment for patients to share
information with healthcare providers.

The importance of patient privacy is particularly prominent in today's digital era, when
health data is increasingly connected and processed through various information technology
platforms. When health data is properly managed, patients will feel safer and more confident
to disclose vital health information. This trust is essential in building a strong relationship
between patients and healthcare professionals. If patients feel their privacy is protected, they
tend to be more open about their symptoms, family health history, and habits that may affect
their health. This also contributes to the effectiveness of diagnosis and treatment.

Within the existing data protection framework, patients have a number of rights that
must be respected and protected. First, the right to access their health data means that patients
have the right to know what information has been collected, how it is used, and with whom it
is shared. This right gives patients greater control over their information, enabling them to
understand and verify that the data held is accurate.

In addition, the right to amend health data reflects the power of patients to ensure that
all information relating to their health is correct and up to date. In some cases, patients may
find errors or inaccuracies in their medical records. With this right, they can request corrections,
which is not only important for their personal interests, but also to ensure that the medical
personnel treating them have the right information to make better decisions.

Furthermore, the right to delete data is another important aspect in protecting patient
privacy. Patients have the right to request the deletion of their health data if they feel that the

data is no longer needed or if they have revoked consent for data processing. This shows that
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individuals have strong control over their personal information and provides additional
protection against possible data misuse by other parties.

With an awareness of the importance of privacy and health data rights, health
institutions and medical personnel are expected to take proactive steps to ensure the protection
of patient data. The implementation of clear policies and training for health workers is a must
to create a culture that respects patient privacy. In addition, transparency in data management
and communication to patients about their rights is essential in increasing patient trust and
involvement in health care.

Overall, patient privacy and health data protection are important pillars in providing
quality health services. Protecting patient privacy means respecting individual dignity and
rights, as well as creating a climate in which patients feel safe to share the information needed
to improve their health. This not only benefits patients but also supports healthcare providers

in providing better and more targeted care.

The Importance Of Health Data Protection

Health data protection is a very crucial aspect in the context of the modern health
system, especially in the digital era which is characterised by the rapid development of
information technology. Health data includes sensitive information relating to an individual's
medical condition, health history, treatment, and genetic data. Therefore, the protection of
health data is not only important for maintaining patient privacy, but also has a significant
impact on public trust, regulatory compliance, reducing the risk of malpractice, and innovation
in healthcare.

First of all, patient privacy is one of the main reasons why health data protection is so
important. Personal health information can be misused if it is not properly protected. With
adequate protection, patients can feel safe to share important and sensitive information with
healthcare professionals. This trust contributes to a more effective treatment process because
doctors can get a clearer picture of the patient's health condition.

Furthermore, public trust in the health system depends heavily on the extent to which
their personal health data is protected. When patients feel that their information is secure and
will not fall into the wrong hands, they are more likely to engage in health programmes and are
willing to follow the advice given by medical personnel. This creates a better relationship
between patients and healthcare providers, resulting in improved quality of service and better

health outcomes.
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Compliance with existing regulations is also an important aspect of health data
protection. Many countries have adopted strict regulations regarding the protection of personal
data, including health data. Complying with these regulations is not only a legal obligation, but
also reflects the commitment of health institutions to act ethically and responsibly in the
management of patient data. This compliance strengthens the institution's reputation and public
trust in the services provided.

On the other hand, health data protection also plays a role in reducing the risk of
malpractice and medical errors. By limiting access to relevant and accurate health information
for health workers, the risk of misdiagnosis and mistreatment can be minimised. Strong data
protection enables better auditing and evaluation of medical practices, so that the quality of
services can be improved.

Information security is becoming increasingly important, especially with the increasing
threat of cybercrime. Health data is often the target of theft and misuse. Therefore, healthcare
institutions need to implement smart security measures to protect their data. Information leaks
are not only detrimental to patients, but can also have a negative impact on the reputation and
financial position of healthcare institutions.

The social and economic impact of health data breaches cannot be ignored. Individuals
whose health data is exposed can face discrimination in various aspects, such as employment
and insurance. Health data protection helps create social stability by preventing discrimination
based on unauthorised health information.

Good health data protection provides room for innovation in health services. With clear
policies and transparent processes in data management, healthcare institutions can develop
innovative data-based solutions, such as health applications and digital health management

systems, which can improve the efficiency and quality of services.

Overview Of Regulations And Legal Frameworks For Health Data Protection In
Indonesia

In Indonesia, health data protection is regulated through various regulations that include
laws and their derivative regulations. One of the most relevant regulations is Law Number 27
of 2022 concerning Personal Data Protection (PDP). This law is the main legal basis governing
the management of personal data, including health data, by introducing data protection

principles and giving data subjects the right to control their personal information.
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Some important points of the PDP Law are:

1. Data Subject Rights: Patients as data subjects have the right to know, access, modify, and
delete their health data. This creates transparency in data management in health
institutions.

2. Data Management Principles: The law establishes basic principles, such as the need to
obtain consent from the data subject before collecting and processing data, as well as the
obligation to maintain data security.

3. Data Manager Responsibility: Health institutions as data managers have an obligation to
protect health data by taking reasonable steps to prevent data leakage or misuse.

4. Sanctions: This law also includes provisions for sanctions for those who violate data
protection provisions, including fines and other legal actions.

In addition to the PDP Law, there are also Health Ministerial Regulations governing
health data management. One of them is the Minister of Health Regulation Number 20 of 2019
concerning the National Health System, which regulates the flow of health data management
in the context of the national health system and emphasises the importance of inter-agency

collaboration in data management.

Health Data Protection in Law Number 17 of 2023

Law Number 17 of 2023 concerning Personal Data Protection (PDP Law) in Indonesia
is an effort to regulate the protection of personal data, including health data, amid the rapid
development of information technology. This law provides a stronger legal footing to safeguard
the rights of data subjects and ensure that health data is managed ethically and responsibly.
Key Points in Law Number 17 of 2023 regarding Health Data Protection:

1. Definition of Health Data: This law classifies health data as one of the categories of
personal data that must be specially protected given its sensitive nature. This data
includes information related to an individual's physical and mental health and the health
services received.

2. Data Subject Rights: This law gives certain rights to individuals as data owners,
including the right to access, modify, delete, and refuse the processing of their health
data. These rights support transparency and individual control over their personal
information.

3. Consent to Data Collection: Any collection and processing of health data must have the
clear and explicit consent of the individual. This includes obtaining information on how

the data will be used, stored, and shared by third parties.
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Data Manager's Obligations: Health institutions, as data managers, have an obligation to
protect health data by implementing appropriate security measures. They must manage
data responsibly and not distribute it without legal permission.

Data Security: This law emphasises the need for high standards of health data
management and storage to prevent data leakage and misuse. Data managers are required
to conduct regular data security audits and risk assessments.

Sanctions for Violations: Law Number 17 of 2023 stipulates severe sanctions for parties
who violate data protection regulations, including those related to health data violations,
both in the form of fines and administrative sanctions.

Role of the Supervisory Body: This law requires the establishment of an independent
supervisory body tasked with ensuring compliance with personal data protection
regulations. This body is expected to be able to supervise and impose appropriate

sanctions for violations that occur.

Analysis of the International Legal Framework

At the international level, there are several legal frameworks that can be used as a

reference for health data protection, one of which is the General Data Protection Regulation

(GDPR) which is enforced in the European Union. The GDPR is recognised as one of the

strictest and most comprehensive data protection regulations in the world.

Some important aspects of the GDPR that are relevant to health data protection include:

1.

40

Definition of Sensitive Data: GDPR classifies health data as ‘sensitive data’ that requires
additional protection. The collection and processing of such data should only be done
with the clear consent of the individual.

Individual Rights: The GDPR provides individuals with strong rights, including the right
to access their personal data, the right to correct inaccurate data, and the right to delete
data (the right to be forgotten). This principle is in line with the rights stipulated in the
PDP Law in Indonesia.

Data Security Obligation: The GDPR emphasises the obligation for data controllers and
processors to ensure an appropriate level of security, including technical and
organisational protection to prevent data leakage.

Fines and Sanctions: This regulation establishes significant sanctions for violations,
which provide incentives for organisations to comply with data protection provisions -

this can serve as an example for regulations implemented in Indonesia.
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Using the GDPR as a reference, Indonesia can develop and strengthen its legal
framework by paying attention to provisions that function effectively in protecting health data.
Important lessons from the GDPR include the need for transparency in data management,

enforcement of data subject rights, and implementation of strict security measures.

Challenges In Data Protection Implementation

The implementation of effective health data protection in health institutions faces a
number of complex challenges, both legal and practical. Although there is a regulated legal
framework, such as the Personal Data Protection Act and regulations related to the health
sector, many institutions still find it difficult to properly maintain patient privacy.

One of the main challenges faced is legal uncertainty. Many health institutions struggle
to understand and implement the various regulations that exist. In some cases, different
provisions in the law can be confusing, and institutions may find it difficult to adapt their
internal policies to the requirements set by the law. This can lead to different interpretations of
the regulated provisions, which risks creating gaps in health data protection.

On the other hand, lack of resources is also a significant challenge in the
implementation of data protection. Many health institutions, especially in less developed
regions, may not have adequate funds or infrastructure to implement the necessary security
measures. Without sufficient investment in information technology and staff training,
institutions will find it difficult to implement a system that can effectively manage and protect
patient data.

Low awareness among health service providers is also an issue that hinders data
protection efforts. Many health workers may not fully understand the importance of patient
data protection or know about the rights that patients have regarding their health data. Without
adequate understanding, there is a risk that health workers may not take the necessary steps to
maintain the confidentiality of patient information. This can result in accidental data leaks or
misuse of sensitive information.

Obstacles in the management of distributive data should also be noted. Today, health
data is often shared between different systems and platforms, potentially increasing the risk of
leakage or unauthorised access. Integrated health information systems, while useful for
facilitating access and data exchange between providers, also present new challenges in terms
of access control and security. These risks become even more apparent when data is accessed
from different locations or when involving third parties, such as insurance companies or digital

health services.
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Furthermore, ever-evolving technology also contributes to the challenges of protecting
health data. Innovations in medical technology and health information systems bring great
benefits, but also create new risks to data privacy. For example, the use of wearable devices
and internet-connected health applications can have data management implications that must
be seriously considered. The data collected from these devices needs to be protected in a way
that ensures that the information generated does not fall into the wrong hands.

Overall, the challenges in implementing health data protection create a complicated
situation for health institutions. Collaborative efforts are needed between the government,
healthcare providers, and the community to raise awareness, invest in infrastructure, and better
understand health data protection regulations. Only with this approach can health data
protection be implemented effectively, providing the sense of security and confidentiality that

patients need when receiving healthcare.

2. CONCLUSION AND SUGGESTION
Conclusion

Health data protection is an effort to balance patient privacy with the needs of health
institutions. With the increasing use of information technology in health services, health data
protection is an aspect that should not be ignored. Law Number 17 of 2023 concerning Personal
Data Protection has provided a strong legal basis, but challenges in its implementation remain,
including legal uncertainty, lack of resources, and low awareness among health service
providers.

This shows that although the legal framework is in place, further efforts are needed to
ensure that the regulations are effectively implemented and responsive to the dynamics in the
field. In addition, good health data management depends not only on regulations, but also on
the commitment of all parties in the health system to maintain patient privacy while meeting
the needs of the institution.

Overall, health data protection regulations in Indonesia, including the Personal Data
Protection Act and related health regulations, have provided an important basic legal
framework for maintaining the privacy and security of health information. By paying attention
to international legal frameworks such as the GDPR, Indonesia can strengthen its health data
protection regulations to create a more efficient, responsive, and equitable system for patients'
rights.
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Suggestions

1. Healthcare institutions need to hold training and socialisation programmes on health data
protection for medical and administrative staff. This will improve understanding of the
importance of patient privacy and how to protect health data effectively.

2. Governments and healthcare institutions should invest in secure information technology
infrastructure. The use of appropriate and secure data management systems will help
protect health data from leakage and misuse.

3. Clearer and more measurable policy development is needed to address legal and
practical challenges related to health data protection. This includes strong and specific
data management standards regarding access to and control of health data.

4. Adopting successful data protection practices and standards in other countries, such as
GDPR in Europe, can provide useful benchmarks for improving data protection policies

in Indonesia.
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